Fraud and Cyber Security

How to protect your organisation
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Fundamental basics

Youare thefirstline of defence

» Keep cybersecurity at the front of your mind in the war against cyber
crime

Educate, educate, educate
* Cybersecurityis everyone's responsibility. Train all colleagues on cyber
security at regular intervals, and reinforce processes

Empower your workforce
» Strongleadership and an open culture can makeit easier for peopleto
speak up and understand theirrolein protectingthe business

Bewarewhat you share
* Scammersresearch social networking channels and company websites
toknow whentotarget, and what to say

Be suspicious, and don’t succumb to pressure tactics

* Fraudsterswill always pile on the pressure and can spoof e-mail
addresses to make them appear to be from a genuine contact, including
someone from your own organisation.
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Fundamental best practices

Always conduct Single points Follow due

verbal checks of contact diligence
Ensure details of any new or Consider setting up single points of Conduct audits on your accountson
amended payment instructions (all contact with the companies you pay a regular basis.
details) are verified by u5|.ng deta!Is regularly. Staff should escalate any suspicions
held on file, not from the instruction. : o . : :

Apply this same principle internally using single points of contact.

as well as externally.
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Types of fraud and examples




Invoice Fraud, what would you do?

* A company receives an email purportingto befrom aknown supplier
advising achangein bankaccount details to an overseas account

* Inlinewiththeir process, the company calls the supplier viathe number
provided within the email to validate the request and bank account details
provided.

What happened next

* The personwhoanswersthe phone confirmsboththerequestand
payment details providedare genuine. As aresult, the company makes a
series of paymentstotalling £790,000.00to the account

* Confirmationof Payee (CoP) are not applied as the payment typeis out of
scope.

Outcome

* The genuine supplier contacts the companyto query nonreceipt of the
payment due. The supplierinforms them that they have not changed their
bank details, and the client realises that they validated the instruction with
a fraudster.

Definition

When a fraudstersendsa
fake invoice, or notifies your
company that supplier
payment details have
changed, and provides
alternative detailsin orderto
defraud you.

Key learn

Always conduct verbal
checks using details held
onfile,and not those
contained within the
paymentinstruction.
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Invoice Fraud, what would you do?

* A company receives an email from aknown supplier advisingof achangein
contact details (i.e. Telephone number/point of contact/email address)

* A monthlaterthe company receives an email from the same supplier
regarding aninvoice, advising of achangein account details

* The company calls the supplier using contact details held on file (updated
onemonthbefore).

What happened next

* The personwhoanswers the call confirms therequest and payment details
as genuine, and the company makes aBACS paymentfor £1,394,000.00

* CoPchecks were not applied as the paymenttypeis out of scope.

Outcome

* Theclientuncovers the fraud when they receive a call from theirrelationship
team advising that thereceiving bank has reported the account as
suspicious.

Key learn
Always conduct verbal

checks on all types of

communication, including

the amendment of
accountrecords.
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CEO Impersonation Fraud, what would you do?

* A member of staff receives an email instruction purportingto
befromamanagertomakea CHAPS paymentfor £39,800.00
toa personal account.

What happened next

* The paymentis processed and CoP checksresultedina’Name
Match'’

* No verbal checks are carried out with the manager who had
requested the payment.

Outcome

* When the member of stafflater queries the instruction with the
manager, the manager advises that they did not send the
instruction.

Definition

Also known as Business Email
Compromise (BEC),
fraudsters pretendtobea
senior manager —often the
CEO-inorder topersuadean
employeeto make a payment.

Key learns

Conduct verbal checks and
follow company policy when
making payments - don't wait
untilits toolate.
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Application Fraud, what would you do?

* Anapplicationforasset financeis received by avendorwith

supporting documentationin agenuine company’s name, along Definition
withinvoices forthe asset. WTeem 2 e e e
What happened next company informationto apply
- foraline of creditinthe
* Thevendorconducts duediligence checks, butthesedonot business name. however. the
include a verbal check with the application using averified contact funds will be paid elsewhere.

number This is often applied for virtually.

* Followingthis the vendor makes aFaster Payment of £90,200.00
toan account held at another bank.

Key learns
Outcome LT
Dismissingstrongprocesses and
* The Fraud is discovered when the firstrepaymentis notabletobe due diligence for potential profits
collected, and the vendor contacts the genuine company only to could result in a substantial
find that they had not applied for the finance. As a result they take financial loss.

stepstoreview their processes to make them morerobust.
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Essential verbal checks

Check receipt of request to change contact
“ detailsincl. address, phone, email;

Receipt of request to change bank details; and

Receipt of payment request.

“ Check where the request has come from Don't use the details whichhave been sent on

* Internal/Externalrequest? Bothneedto the email/letter/invoice.
follow the same process, without exception.

“ Use details held on file to verbally check any x Don't update details without checking first.

changes withthe requestor.

“ Always ensure that the requestor confirms the
details toyou, neverthe other way round.

Q Note:Barclaysmaynotrefundanytransactionsthathavebeenauthorised by our clients.
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Confirmation of Payee —What you need to know

Why use Confirmation of Payee?

* |tenablesyouto confirm whetheryouhave the correct namefor Definition
the person or business you're paying, against their account Anindustry initiative designed
details, which can help to protect against certain types of fraud. totarget Authorised Push
Payment (APP) fraud in the UK,
In scope payments: e.g.change of existing payee

e Faster Payment Service (FPS), CHAPS and Standing Orders or impersonationfraud.
submitted as single paymentselectronically, viaone of our online
payment channels.

Out of scope payments:

* BACSand Currency payments.

Q Note: Thisis not a silver bullet solution and should be used alongside stronginternal
processesincludingverbal checks withanumberheld onfile.
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Confirmation of Payee — Indicators

A green tickicon

* When the ‘Beneficiary Name'youhave entered matches thename
found for that account numberand sort code.

An orange warningicon

* Whenthere s a close or partial match between the details you have ™ Beneficia
provided (Beneficiary Name and Beneficiary Account Type) and those
found forthat account numberand sort code.

Ared exclamationicon * paneficiary Nar

* When the Beneficiary Name does not matchthe name found for that
account number and sort code. Itis also displayed if a Beneficiary Name
Validation check has not been able to take place.

Beneticiary INam
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New Beneficiary warning

When making a payment to anew beneficiary whichyou have not paid before using Digital Channels, the warning
below will be presented.

This is your opportunity to ensure that all necessary verbal checks have been completedin line withyour
Company Policy.

Could this be a scam? This is a new beneficiary who you have not paid previously

Have you received a phone call, text message or email requesting an urgent payment, an unexpected invoice or an updated invoice with new
account details? If so, then it’s likely to be a scam and you shouldn’t continue. Call the company’s official number and speak to a known
contact to confirm the request. If the payment instruction came from within your business, talk to someone you trust to confirm first. Internal
emails can also be compromised and messages intercepted.

If you are paying for items online or taking out an investment, ensure the website you are using is legitimate and you have conducted extra
research. Consider using an alternative payment method as this payment is irrevocable and we may not be able to recover the money.

Always remember, neither the police or your bank will ever ask you to transfer money for any reason. If this happens, hang up immediately and
contact us.
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Social engineering




Social engineering— A scammer’s toolkit

Sense of authority Sense of consequence
We tend to comply with Wetendtobeloss-averseand
authority rather than follow willseek toavoid a negative
our conscience. consequence.

Appeal to vanity of greed
Sense of urgency

We struggletoresist openingan
We make worsedecisions under email attachment which

stressandtimepressure. promises potential rewards.
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How fraudsters target you and your business

Email

(Phishing)

Fraudsterspose asa legitimate source, sending emailsthataimto
trick people intodivulging sensitiveinformation or transferring
moneyintootheraccounts.

These typically containalink to afake website asking for financial
information, passwords or other sensitiveinformation.

3 toptipsto protect your organisation fromphishing:

1. Don'tclickonlinksor openattachmentsfromsendersyouare
unsure of, or enter any personal or security informationonasite
accessedthroughalinkinanemail

2. Yourbankmayaskyou for someinformation, but willneverask for
your full password or PIN, provide you with detailstomake a
payment, orrequest that yougrantthemaccesstoyour systems
or PCto carryoutupdates, or upgrade youtoanew portal

3. Consideradoptinga‘Phishme/Report Phishing'add-intoyour
Outlookandtrytohavea preview optionifpossible.

Landline/mobile calls (Vishing)

and Text Messages (Smishing)

Vishing (voice phishing) and Smishing (SMS phishing)involves
receivingfraud callsor textsclaimingtobe froman organisation or
known contact.

Common examplesincludethe bank, the police, HMRC, a supplier or
evenaninternalmember of staff.

3 toptipsto protect your business from vishingand smishing:

1. Neverassumethatthe callerisgenuinebecause they know
information about you, your company, your colleagues, or evenif
theyhavetherightcaller ID

2. Fraudstersoftencreate asense ofurgencytoconvinceemployees
to act quickly without properly thinking through the implications of
theiractions. Alwaysgive yourselftime to stopand think

3. Ifyou're suspiciousof a phone call,immediately terminatethe call.
Tocheckwhetheritwaslegitimate, callatrustedcontactat the
organisation. Use adifferent phoneasthe fraudstercankeepthe
originalline open.
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Wider threats in the world of fraud - Malware

‘Malware’, short for ‘'malicious software’, is used by criminals to disrupt computer operations andaccess
confidentialinformation.

Malware can beinstalled into your computer through clicking alinkin an email, or by downloading software from a
malicious source.

Trojans

Trojans enter your computer on the back of other
software, acting as a back door to the computer

Ransomware

Ransomware enables afraudsterto gain control

of your systemto encryptyourfiles,demanding
and granting afraudsterremoteaccess.

afee tounlock them.

Onceinsideyourdevice,a Trojan can givea
strangeraccess to your personal details by taking
screenshots and capturing keystrokes.

Without the decryption code, itis unlikely that
youwillbe ableto access yourfiles again.
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Protecting your business against malware

) If your computer or mobile device does get
infected, disconnect fromthe network straight
away and seek professional assistance.

Keep your firewalls and security software
updated, setting updates to autowhere

possible.
_ ) Run regular security scans on your devices.
) Install the latest updates foryourinternet Ensure you keep yourimportant files backed
browserand operating system. up, stored offyour network.

> Ensure youkeep yourimportant files backed

Only download files and software from
up, stored off your network.

trustworthy sources.

) Be cautious of emails or texts which ask youto
follow awebsite link or open an attachment.
Emails and texts containing malwaretend to
have someurgency tothem.

) Keep employees educated on how toidentify
phishing emails, and ensure they are aware of
the initial steps totake inthe eventofa
ransomware attack,and wheretogo toreport
fraud and scams.
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Wider threats in the world of fraud — Network attacks

As workforces have become more mobile, employees nolonger always work on asingle trusted network,
making security more difficult.

Itis important that sensitive informationis only sentover encrypted networks. Secure Sockets Layer (SSL) is
the standard security technology for establishingan encryptedlink between aweb serverand abrowser.

Man-in-the-Middle Distributed Denial-of-Service

In a ‘Man-in-the-Middle attack’' (MITM attack), A Distributed Denial-of-Service (DDoS) attack
the attackerinterceptsthe networkand watches is when a hacker tries tobombard awebsite with

the transactions between the two parties. traffic from multiple infected sources (knownas
botnets), causingthe sitetobecome

They are then able to steal sensitive information,
overwhelmed and crash.

such as account passwords, banking details, or
customerdata.
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Protecting your business against network attacks

) Use a Virtual Private Network (VPN) for remote ) Configurerouters to halt more simple attacks
access. VPNs add privacy and security to public by stoppinginvalidIP addresses.
networks and are used by corporations to
protect sensitive data. Y Useintrusion-detectionsystems (IDS), which
_ _ can provide some protectionagainstvalid
) In the absence of a VPN, avoid unknown public protocols being used against youin an attack.

Wi-Fisources and only use trusted secure

connections. _ o _ _
) Investin DDoS mitigation appliances, which

) Websites should begin with ‘https://’' -the's’ can help to blockillegitimate traffictoyour
standsfor ‘secure’, however this only indicates website.
that the linkbetween youand the website
owneris secure, and not that the siteitselfis ) Consider buying excess bandwidth that can

authentic. handle spikes in demand. Alternatively, use an

outsourced provider where you can buy services
on demand, such as burstable circuits that
provide more bandwidthwhenyourequireiit.

> Check the address forany subtle misspellings,
additionalwords and characters, and other
irregularities.
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Wider threats in the world of fraud —Money mules

The ‘money mule'trap involves employees, often students or seasonal staff members, being offered payment
in exchange for receiving money temporarily into their bank account.

They willthen be asked to withdraw the cash to hand over or transferit on.

This type of scamis onthe increase, targeting studentswho are short of cash and may be tempted by offers to
make ‘easy money' on job search or social mediawebsites.

Protecting your business from money mules

Raise awareness withemployees who are students, and seasonal staff members - they should be wary of
unsolicited approaches of ‘easy’ or ‘quick cash’ withno experience needed. Ifit seemstoogoodtobe
true, it probably is.

Ensure that supplier details are kept up to date (Audit).

Remembertheimportance of verbal checks.
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Security protocols




Security protocols —Best Practice

Smart card/SIM removal
Itis recommendedthat youremove your smartcard/SIM from
the reader onceyouhave loggedin.

Select dual approval for making transactions
Using two separate devices for set-up and authorisation.

Multi-factor authentication (MFA)?
Where the user must provide two or more pieces of evidence to
verify theiridentity, suchas:

* Fingerprint scanner (Biometricfingerveinreader)

* SignWhatyou See (SWYS)
* Voicepatterns

* Facial recognition

Regularly review latest news articles
Consider settingup notificationsfor serviceannouncementsin
iPortal to receive regular news articles.

Strong passwords

Use upper case, lower case, numbers and
special characters such as #B3Saf3!

For moreinformation for password strategies
that can help your organisation visit:

https://www.ncsc.gov.uk/collection/passwords
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https://www.ncsc.gov.uk/collection/passwords

Barclays Layered Security Model
Prevent:

1o

Education & Secure login Digital banking

awareness controls
* Cyber Security Webinars Barclays offers arange of security * Multiple Approval Levels
* FullFraud Awareness Training devices: * PaymentLimits
* Accesstoextensive online * Barclays Biometric Readerand * Confirmation of Payee (CoP) and
resources, both internal and Barclays Pinpad Reader Beneficiary Matching.
externalto Barclays. * Mobile Authentication —using the
Barclays Corporate App

* Connectivity via USB or Bluetooth.
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Barclays Layered Security Model
Detect:

Fraud Fraud payment
monitoring profiling
* Internaltools to detect unusual * Monitor of outbound payment
or suspicious behaviour traffic
* Software to detect Trojans and * Looking for unusual or suspicious
Malware payments
* SoftwaretodetectaRemote * Allows verification and
Access Attack based on confirmation with our clientsto
behavioural biometrics. determine the validity of payments.

Recovery

Effective Internal Recovery
Department

Global collaboration within the
Industry with 24x7 contacts.
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Resources and support




Fraud awareness checklist

8 Support lEl Train O Remind

Ensure yourteams have Take advantage of any Issue regular remindersto
access totrainingand training opportunitiesin yourteam on how tofollow
support on your financial fraud prevention and check important processes and
processes. all colleagues are aware of considertesting these.

the latest fraud trends.

[\ Review ol Inform @ Protect

Testyourinternal prevention Keep up todate withthe Ensure paymentsrequests
methods arerobust and latestinformation and are input, verified and
regularly reviewed. resources. Follow yourbank authorised following
and Action fraud on social adequateinternal processes
mediato make this easier. and controls.
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Barclays resources

Learn more about how to protect your business from fraud by visiting our fraud and security pages online:

Fraud Protection Hub:
https://www.barclayscorporate.com/insights/fraud-protection/

Online Fraud and Cybercrime Toolkit:
https://www.barclayscorporate.com/insights/fraud-protection/cyber-fraud-toolkit/

Security, Digital Channels Help Centre:
https://www.barclayscorporate.com/digitalchannels/digital-channels-help-centre/security.html

Follow us on social media:
* Twitter - @BarclaysCorp
* LinkedIn - Barclays Corporate Banking
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Barclays fraud support

< If you fall victim to fraud where payments have been sent via Barclays.net, BACS or File Gateway, call the
Barclays Online Fraud Helpdeskimmediately on:

* 08000564890 (opt 2) if calling from within the UK
* (+44)03301560155 (opt 2) if calling from within the UK

Bothlinesare open24/7.

< Toreport fraud or any suspicious activity for all other products, including Business Online Banking, call
Barclays UK Fraud Operations on:

* 03450504585 (open 24/7)

Tomaintain a quality service we may monitor orrecord phone calls.

< Report any suspicious emails purportingto be from Barclays to internetsecurity@barclays.co.uk
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Additional reporting routes

o{ Forward text messages (Smishing) free of charge to 7726

< Forward non Barclays Phishing emails to the Email Reporting Service (SERS) report@phishing.gov.uk

< Fraudulent attacks, evenif unsuccessful, should be reported to Action Fraud by calling:
03001232040

Or visiting: actionfraud.police.uk
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Other resources

The National Cyber Security Centre (NCSC)

Supporting the most critical organisationsin the UK, the wider public sector, industry, SMEs as well as the general
public:
WWW.NCsc.gov.uk

Fraud Advisory Panel: Love Business. Hate Fraud.

We're proud to be partnering with the Fraud Advisory Panel to help and support businessesin the fight against fraud:
www.lovebusiness-hatefraud.org.uk

nE Love business
Hate fraud 8
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Disclaimer:

This document has been prepared by Barclays Bank PLC and is provided to you for information purposes only and may be
subsequently amended, superseded or replaced.

Every attempt has been made to ensure that the information providedis accurate. However, neither Barclays Bank PLC (“Barclays”)
nor any of its employees makes any representation or warranty (express orimplied) in relation to the accuracy, reliability or
completeness of any information or assumptions on which this document may be based and cannot be held responsible for any
errors. No liability is accepted by Barclays (orany of its affiliates) for any loss (whether direct or indirect) arising from the use of the
information provided.

© Barclays 2021.

Barclays Bank PLC is registered in England (Company No. 1026167) withiits registered office at 1 Churchill Place, London E145HP.
Barclays Bank PLC is authorised by the Prudential Regulation Authority, and regulated by the Financial Conduct Authority (Firancial
Services Register No. 122702) and the Prudential Regulation Authority. Barclays is a trading name and trade mark of BarclaysPLC and
its subsidiaries.
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